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GLASBERGEN

“I used to bury my bones.
Now I upload them to the cloud.”




Irlty AND Privzicy?!

O rrororic?!
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GLASBERGEN

“Information security is becoming a huge
problem around here. Do you still have my
Captain Crunch decoder ring, Mom?”




Informztion Insacurity
Alusiorn zind Dafysior







A Parsonal Story
Wiy 2 Safa 1s not Sara







I STOLE THE
ENEMY'S ENCRYPTION—
BREAKING SOFTWARE.
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@ScottAdamsSays

Dilbert.com

MY PHONE DOESN'T
HAVE A HOLE FOR THIS.
I THINK IT NEEDS AN
ADAPTER OR SOMETHING.
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LTSI E WHY
TOTADMTT S AREATHE
WERE IN  HEATHENS
OVER OUR SO GOOD
HEADS? AT THIS
) STUFF?
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So Slmola It Flis In 20 Tweasat

Aryzntinizar :;ec.lri‘r/ rasaarenar zacuizl Farnandaz

ouolisnzd CY=-2018-9999, a4 vulnz .n.uhr/ .h:;cw/-ar-a.l i1
dozans of brands of DY/ it ara all Basad on tha sams
whita-lanal davicas, T2/'s DY R104 and DYrd2]s,

rlowr”? Just nit the URL Tor th2 armbaddad wab-sarvar thar
conirols tha davica with this coogia naadar: "Cookiz:
did=admin® The DYR then returns the root login and
oassword in tha claar. Somea 35,000 davicas with this
yulnzravility were indzxad by the Snodan szaren 2ngine.
oroof-of-conecant auwloir for inz vulnaravility, callad g2t
DV r‘r-*.l-*nrl.lls:

Curl

“h‘:‘:p I/{.)V i rlO3ST 1Py {PORT/davicarsp?oni=usardemed=li
st -f] "Coolia: uid=admin®

s:llooincooinc.n2t/20:13/03/08mor<illznneml
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https://boingboing.net/2018/05/08/morzilla.html

Privilags Escalation

@O, z2mi cdiscovarad 2 nugys cross- O
‘l!.l]f]—*!‘.l.)]]l!j in Intzl and AND orocassor
arenlizerrs "n.l'r lza1dls to orivilags es z2llz1tior)
with 21 simplz “ooo 33”7

Was oigger inan Nealidown?

r\n autnaniicatacd local atiekar could razdd
nsiiive datain gernzl meamory, conirol lovs-
vzl opzraiing sysitam funciions, or panic
SYSIEY]

os:llcva.aniira.oradlci-
evanama.cai?namae=CVYe-2013-9597

uz



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8897

ANFTs

Azl Suyrrzicas z)ra
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Coyare Crizirrals






"On the Internet, nobody knows you're a dog.”




Encryoiing fou?

Trnizra are inrez Linds of

aAlinzniicaiion faciors:

» Wnat you xnow (password/PIN
cocla)

» Wnati you nave (keylpnoneglcracdit
carel)

+ Whnat you are
(Ffingzroprini/iace/olomeirics
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Privecida — 2y orivzcy 15 1oz
YYIIEr) £112 S0Y2r2Jdrly OF L2
DErsorl, Darsonzl sozcs 2

2iracis fzfl Undar fn2 so2// of £)2
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Law Enforcameant can rined location of AN
onorne wiinin szconds
» Carrizrs szlling out thelr sunscrinzrs
+ Mo reasonaola axpaciaiion of orivacy
« Tnird Party Dociring
+ Selling accass and salling out your
sovaraiyniy
+ BUi noining to worry aoout if you nave
noining to nicla??






YWazivonizing Privzcy @
P2r3070z Lrrormz Lor



Dzari Slca of Parsonzl Date...
So Imzagine for tne Mormeant...



Wnat ind oF 2 J V/STO DIz
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Contaxt Saetting

7 Andd all data is valuz ladanl
/ Lose ihe conia)i, mage up ihe meaning —
incradioly saductiva to managz and
manioulaia daia — and ror otner 2nds.

/ What do you do with your daia?!
7 rlovr do you framez your daian?!



Tne Inforrmzation Age: Changs

Intz2lligznca was onez 2 “closad” nallyams

SPIES]
Sacrart alacironic survaillanca of tha radio wavas

/7
/
/

“Privaia” natyorks
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/ Mlajor provlam ragarding information sharing

/7 Knowladge is conirol for sorme — zrd
conirolling tne daiz avolds potaniizl
cornpaiitiorn and loss of powsar

/W hat | know data inat you don’t know daia”
- “ocoln of tna realm” — informaiion nozrding

/ rlumnzan faciors as weall as instituiional and
organizaiionzl opmrarmg oanaviors nad
02corns Mmajor ousiaclas



2van More Chnzallangas...
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We're ralling Way Senincd...
/7 Dafauli aporo:ach to accass: Pra-szlaci sourcea daiz)
(irnmadiaia Dias)
/7 Analyst quarias ars 23
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7/ Daiz soilling on the floor...

7 Missing all Kinds of raal-tims and storad info aned
intzlligzncs

/ The magic algorithm — Al

7/ Classic approachezs arz utizrly railing
7/ Losing the batila with massive dat
7 Maead a “smarizr’ aporo:ach —
/7 Must consider daia in 3 ditnznsions jusi not 21
/= The missing ‘2’ ais...






Wzt Do Wa Do?



Wzt Do YWa Do?

L3575 200 272022002005 1) QUr SUCT2EY L0 Yiy2 U gUr Drivicy S2c:s2
Y42 Ar2 30 2000012 Jiki) £2ei00loy y dnid rne g y2riisz2rs £o
Y2y yyich) all th2 digical dharz iy2 'giv2 frzm cnd Cti2y’ hy 2
on s —opizdd jr) or rior?

THzr2 is a2n 997i04s 2nd [uoriny dar’s sid2 to it a3 21l 3o [2075
nor il vursz2fyzs,

Trndusiry s2if-r2gulzaiion izs d2cidzdly Y1OT sroriszed, and rizr2 (s 1o
2i72erjy2, prar2raify "univ2rsil wich only suzcifically dzsign:aized

7

agcznijons’ gy guyr,

Aried 272 2ll rioLy TRAE B2 Yr2ar cony2ni2ne2 dnd 2ricigney or ti
INE2ri2r (125 Sp5/02d 155 9571 s Sid2 == 12 S0z, 502 mnuftcyd2
OF cOmuyuizr s2cyrity orool2is it S22yl us and 2 insscurity or
LH2 Inirastruciyr toefzy.



Wrzae Do YWa Do? — Pzre 2
el Yol

Dz)iz) 215 2 4220057
Lriarn2i o3 e Daliyary Plirorm?



Wzt Do We Do? — Part 3

Wichr £r2 cloud (el S0 much OLn2r dfz15) OL2r fHEre, L
1110r2 £f12 of:)02) 012 (110r2 jt 2002000235 £112 Layizinzgg 502
yh2n plzczd jn) £12 5/rony (s,

w0 JIe2 125800y polic2 zand goyzrnmz2nt gui2ily dzmznd 1/
OUr rEcords YIEHOUL 112 IO y2ni2rc2 Or :l
SUrr20L55joUs 2r1iry or r2imot2 insizallz50n0 oF mmonitorinz
L2ennoloryy, Lty N2 cUrr2nt y/EArrin t2ss inirisions
Stay 227 FUrifl2r,

Jnzag eafz do sy2 sanc o p2f] Lo fuiyre g2n2rifjons?
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7 Indusirial Agz varsus Informaiion and Knowlzdgz
AYa world vizws
7 rlighly disrupiivea...

7/ Social ‘daiz’ siruciuras... Who owns ihe daia?
Dzt sovar2ignty or sovzra2ignty over inz d:aia?

7 NMoving from iransaciional and siova oiozd io

ralational and navyworgad

(L

/7 Thez thinging that got us hzra today is insuificiznt
for whzae wa nazd tomorrows
- With thaniks to =insiain
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7 Mlajor problam ragarding information sharing

/7 Knowledge is conirol for somea — and conirolling the
cdaia avolds potantial cornpeiition and loss or powear

/W)W hai | nows daia inai you don’t kxnow dain” -« “ooin of
inz raalm” — informziion noarding

7 rluman faciors as weall as insiitutional and
organizarionzal opzratin g D2naviors navez vzcormesa major
oostacles



Aeleditionzl 2enical zind Pracelezl
fmolications

Companizs will bz foread to dzal with a clzar conilict o
inizrast naiwzezn Nz pursuit of profit and fulfilling =
ragulatory rola on vanalf or tha govarnmsanr,

A company will find it difficuli to rmaintain the intayrity
ol 1135 paying custormers, 2spzcially with raspact to inair

orivacy.

Incraasing accass o and manipulaiion of daia mages it

dlsls
innzrznily lass szeurs,

Changing and vaguz damands from govarnmeant mignt
maxe it difficult to ouild aporooriaie daia sacurity
Infrasiruyciyra



Issias witn Privzace Saceor
Collacting and Storin J Dziz)

+ Craailon of daiz nonsyoois
» Daitzl soveraigniy issuaes

+ Privaiz szcior ozrforming ouolic worsg —
conilicis ¢ f] ltarasi oaiweaear oroflt wrnd
survalllance
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Privaicy Exarciss
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Wz Furire Do Yol
Yzt to Kea0?



Wrize Futrae Do YYa
J

YWeine to {zzn?

L0'5 0/50 2 52 OF y/0ar 2 5230 t2cinoloyy cin oo fo
0Ur Drivzcy :nd WAL (E00205 £O oL ya2ry frre2d o in
WIENVIGIIYNIHIIUS IS

Only t1n2 goy2rimz2nt cir) cr2:t2 2 yolic2 scziz, and olr
L2C010]0 ) Cir) 11O5Y 111282 EREE FI1200021),

L epallzryg2 you all to dzmzind iccouniaiilicy, to yydziz
OUr Drof2cijorns jr) £12 fnizrn2f Ay,

LDy you car2? J/n:ac wyill you do 25008 jr?
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